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PDF files can be encrypted using various types of encryption and attaching various
permissions describing what someone can do with a particular document (for instance,
printing it or extracting content). There are two types of person:

The User can do to the document what is allowed in the permissions.
The Owner can do anything, including altering the permissions or removing encryption
entirely.

There are five kinds of encryption:

* 40-bit encryption (method 40bit) in Acrobat 3 (PDF 1.1) and above

» 128-bit encryption (method 128bit) in Acrobat 5 (PDF 1.4) and above

* 128-bit AES encryption (method AES) in Acrobat 7 (PDF 1.6) and above

* 256-bit AES encryption (method AES256) in Acrobat 9 (PDF 1.7) - this is deprecated - do
not use for new documents

e 256-bit AES encryption (method AES256IS0) in PDF 2.0

All encryption supports these kinds of permissions:

-no-edit Cannot change the document

-no-print  Cannot print the document

-no-copy Cannot select or copy text or graphics

-no-annot  Cannot add or change form fields or annotations

In addition, 128-bit encryption (Acrobat 5 and above) and AES encryption supports these:

-no-forms: Cannot edit form fields

-no-extract: Cannot extract text or graphics

-no-assemble: Cannot merge files etc.

-no-hg-print: Cannot print high-quality

Add these flags to the command line to prevent each operation.

4.2 Encrypting a Document
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To encrypt a document, the owner and user passwords must be given (here, fred and charles
respectively):

pdftoolkit -encrypt 40bit fred charles -no-print in.pdf -o out.pdf
pdftoolkit -encrypt 128bit fred charles -no-extract in.pdf -o out.pdf
pdftoolkit -encrypt AES fred "" -no-edit -no-copy in.pdf -o out.pdf

A blank user password is common. In this event, PDF viewers will typically not prompt for a
password for when opening the file or for operations allowable with the user password.

pdftoolkit -encrypt AES256 fred "" -no-forms in.pdf -0 out.pdf

In addition, the usual method can be used to give the existing owner password, if the
document is already encrypted. When using AES encryption, the option is available to refrain
from encrypting the metadata. Add -no-encrypt-metadata to the command line.

4.3 Decrypting a Document
To decrypt a document, the owner password is provided.
pdftoolkit -decrypt in.pdf owner=fred -o out.pdf

The user password cannot decrypt a file.
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e PDFSecure: Command line PDF security and encryption

» VeryUtils Online PDF DRM Protector is a PDF File Security software which can secure

PDF files to stop sharing, copying, printing

» Effortlessly Modify PDF Files with VeryUtils PDF Command Line Tools - Professional and
Robust Solutions for All Your PDF Editing Needs

e How DocSafe Cloud API or DRM PDF Cloud API works?

* How to encrypt PDF files on Linux Server using Java PDF Toolkit (jpdfkit.jar)?

* Digital Rights Management for PDF Files & Documents - VeryUtils PDF DRM Solution

» PDF Copy Protection: How to lock a PDF file to a special hard disk?

* PDF DRM Protector Solution for Business: Safeguard Your PDF Documents

« Digital Signing and Encrypting PDF using VeryUtils PDF Digital Signature Tool. Add a
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Digital Signature and Graphical Signature to a PDF.

Use VeryUtils HotFolder Windows Desktop Application to Automate your workflow
PDF to CSV Converter Command Line

Ensuring PDF Quality and Compliance by VeryUtils PDF Validator Command Line
PDF to Word Conversion SDK

VeryUtils PDF to SVG Command-line Conversion

Print to PDF or Image from any Windows application! PDF Printer Driver & TIF Printer
Driver & EMF Printer Driver & Image Printer Driver

 VeryUtils PDF to Office Conversion SDK for Developers Royalty Free

» How to build an online store using VeryUtils Online Ordering System Script?

e Automate File Processing using VeryUtils Folder Monitor: Let it watch your folders and
execute predefined actions
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